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[. Introduction

MySpace is committed totdgh level of cooperation witK educational administrators and
educators, with the ultimate gaafl providing a safer and more secure environment for all
users of the MySpace websikollowing on fromthis commitmentwe have designed this

UK Schoot Guide. The purpose of this Guide is to provide our partners in the educational
community with information on how to address MySpeaslated issues that may arise as a
result of students using MySpace, dmmv to contact MySpace with questions or concerns.

We are aware that most schools block access to the MySpace website from school computers;

we are not attempting to alter this practice, instead, we want to provide as much information
as possible so thatlucators have information about our services.

As you are aware, students are large consumers of the internet. Based on this, we believe this
Guide is a necessary and valuable tool for educators. In an effort to further our common goal
of Internet safty this guide provides information on the development of social networking

and how MySpace encourages safe and responsible use.

MySpace reserves the right to make any changes to policies and procedures described in this
Guide as may be necessary frome to time.

II. About MySpace

My Space, a unit of Fox Interactive Media | ng.

website for connecting with friends, discovering popular culture and making a positive impact on
the world. MySpace has credta connected global community by integrating web profiles,

blogs, instant messaging, private messaging, music streaming, videos, photo galleries, classified
listings, events, groups, educational communities and member forums.

With around 125nillion monthly active users around the globe, MySpace.com is the most
widely-used and highly regarded site of its kipdrticularly amongst young people.

MySpace is committed to providing the highest quality member experience and will continue
to innovate with nevfeatures that allow its members to express their creativity and share
their lives, both online and off.

MySpace allows users to set up their own profile pages, which can include lists of their
favorite musicians, books and movies, photos of themselksthars, and links to pages

within and outside the MySpace environment. There are many third party features, such as
applicatonsang ol | s whi ch are commonly seen on ma
Ah-bt nkedo 1 mages (i mawgebsites)tahdather contentywhichacanebe o n
used in conjunction with a MySpace profile but which are not administered or hosted by
MySpace.

To ensure that content is appropriate, MySpace posts a Privacy Policy and Terms of Use
Agreement which is accestalfrom every page on its site. Taken together, these policies
establish rules concerning the type of material and activities we permit on our website. For
example, these policies prohibit hate speech, nudity, pornography and violence. MySpace
also has team of employees assigned to enforce these policies and address user inquiries.
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lll. Protecting Teens Online

MySpace allows individuals who ai@ years of age and older to register for the site.
MySpace is committed to protecting our younger usera unwanted contact as well as
shielding them from mature content intended for adults.

1 New profiles for users under 18 are automatically defaulted to private

1 No user can browse for users under 16

T Adults can never add eyddmoWwb6ddhheasunadefrilé€
or email address

1 All users under the age of 18 are required to read through our safety tips before

signing up for our site.

Users under 18 receive security warnings before posting content.

Users under 18 are defaulted iway that requires them to pegpprove any

comments made on their page.

1 Users under 18 can block all users over 18 from contacting them or viewing their
profile.

1 Users under 18 cannatcessge inappropriate areas suchr@mance and
relationship chat faums and groupsnature groups and certaitassified categories
including dating and casting calls.

1 Users under 18 cannot browse for -awggppropriatgpersonal details of another user

such as relationship statwghether the user issamokeror adrinker o theincomeof

the user

Users under 16 are only viewable by other users under 18

Users under 1ére tagged to ben-searchabléy ageon search engines.

Users under 16an only receive group invites from individuals in their friend

network.

1 Allimagesand videos uploaded to the site are reviewed for compliance with our
Terms ofUseAgreement

= =

E

MySpace works to develop new safety features to safeguard our underage users. We enlist
the help of the community and orgsations such as thaternet Watch Fendation (IWF),

the Child Exploitation & Online Protection Centre (CEOP),WeCouncil for Child

Internet SafetylKCCIS),the Samaritans, Childnahd the Antbullying Alliance by our
membership in the Governmentoés Cyberbullyi
For more mformation about our partneredorganit i ons, c¢l i ck on our A
located at the bottom of every page or by visitigw.myspace.com/safety

((p =}
D ©

V. Navigating MySpace
MySpace.Com: Main Page
The hone page Www.myspace.coiand various parts of the site such as MySpditkeo

and MySpace Music asearchabléy visitors to MySpace. Towards the top of the home
page various functions such as Browse and Searchrlundkeh e O Fi nd Peopl ed| t
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Additionally, a link to the the MySpace Safety sitevw.myspace.com/safétys locatedat
the bottom of the MySpace Thedhome pagagasovheeb el | e
new users sigaip to join MySpace, and current users can login to their MySpace page.

[eecoiov =

orums sic MySpaceTV Morev . Pprivac Safety  Sign Up

Find out which organizati
International Developme

MySpace Single of the Week

Nelly

=, Nelly teams up
w single dedicated
re. entitled "Body On M=.”

Hear it here FIRST. Listen Now! '

More Music » Find or browse members:

Go

Top Music Top Blogs Top Videos

Frightened Rabbit Alejandro Escovedo

>

Top major label artists for

Located at the bottom of the home page are links to the terms of service, privacy policy, a
link to contact MySpace, safety tips and links to internationgbpége. These links are also
located at the bottom of every page on MySpace.

About | EAQ | Terms | Privacy Policy | Safety Tips | Contact MySpace | Advertise | Jobs | MySpace International ¥
Apps | Blog | Celebrity | Comedy | Find A Cause | Find Friends | Music | Urban | Video | Sitemap

Browse

The browse feature allows MySpace users to browse for other users with specific interests.
Please note that the browse functi@s been designed to limit the laiito search for

younger users of MySpadeor example, no user can browse for any user undand @ll

over 18s cannot browse for users underAlitionally, users under 18 cannot browse for

age inappropriate categories such as relationship statakes drinker or income.

Browse Users

Basic

Browse For: Women ~
between ages:
18 ~ and 35 -

who are:

[FlSingle  []In = Relationship
[IMarried [] Diverced

[ Engaged

Postal Code: Any ~  miles from

photos:

Show only users who have photos
Show name and photo only

Sort Results By:

Last Login -

Update

www.myspace.com/safety Pageb5



http://www.myspace.com/safety

MySpace Safety UK School Guide

Search

Clicking the AFind Peopledo tab at the top
MySpace search page. The search feature allows MySpace users to find someone they know,
by entering their first and last nantledisplay namehat a user has chosenemail address.
Please note that searching by first and last name or display name may return multiple results.
Users can also conduct searches to find classropistering a school nam&imilarly, a

user can iter search terms to find other users that share similar interestailar careers.

Find Friends on MySpace
MySpace is the place to connect with friends. These tools will help you find people you know and people you may want to know!

Search By: Check your email address books to see

Al Name Fisids . search who's already on MySpace.

If your friends are already here, you can
...or browse people by age, location, etc. to meet new friends. quickly send them a friend request. If they're
not, you can easily send them an invite to join.

Select your email address book

Jack Bauer Watches Graail AOL &

It's Time you Had this Watch Great Value - Order Now! 77 Windows Live Hotrnal

www.SpecialOpsWatch.co.uk .
£ 7 Windaws Live Messenger

tiscali

If your friends are not alrezdy on
MySpace, invite them to join!

United Kingdom -
State/Province/Territory -
| Find |

Search for people with similar interests in
general, music, movies or books.

General Interest -

| Fina |

Field: - Any- -
Sub-Field: |- any -
Role: |- Any-

Keyword:

| Find |
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Profiles

Each MySpace user has a profile ptgs a user can custosai The typical MySpace
profile looks like this:

i§§ myspace.com eoplev | searc

are you using "hide codes” to hide your top friends or comments? try
profile 2.0, which lets you hide any module without funky codes.. i- (3 Add Comment it
) Mood: chill @ at 22:05 13

View My: Phetos Videos Blog Playlists
33/ Male

Los Angeles, California, US
Last Login: 21/04/2009

Tom Anderson are you using "hide codes” to hide your top friends or comments? try profile 2.0,
ule without funky codes.. :-)

Tom Anderson Funny thing is that even TV shows/news were calling our PR office here at MySpace
from people sending texts around:

! No car accidentt Th for your concern! The rumors of my death

Us Against The World { sample}

Every user has the ability to limit wioan view their full profile by adjusting their privacy
settings. New users under 18 are automatically defaulted to a private profile. In order to
view a private profile, the profile owner must have adgma as a friend. For all other users,
a private pofile will look like this, each module is fully custosaible and the user can set it
depending on their specific privacy requirements

g myspace.com r—

Home Mail v Profilev Friends ¥ Music Video Morev Emmarvw My Account  Sign Out

Emma www.myspace.com/469413119
i’ has joined MySpace! Mood: good © 2 hours age view more (=} Send Message
View My: Photos Videos &g Add to Friends

28 / Female

UK
Last Login: 22/04/2009

Blurbs Status and Mood
About me: Emma Frazer has joined MySpace!

Mood: good @ 2 hours age

Who I'd like to meet:
View More

For information on how to create a MySpace profile, please refer to Section X of this guide.

V. How to contact MySpace.com

MySpace is committed to working with the educational community to address any concerns
that educators may have regardihg site as soon as these matters are brought to our
attention. MySpace has created a hotline and email address for li@wexase of school
administrators and employees. This hotline was established specifically for educators who
may have issues with the following:

9 False/Offensive Profiles
Underage Users
Threats

Cyberbullying

1
1
1
i Concerned Parents
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To report any of the abevssues, school administrators and employees can email
schoolcare@myspace.cdrom a school email address, or cell888309-1312, to reach a
team dedicated to addressing educator questions.

A. How to Remove aFalse and/or Offensive Profile

If you, or a member of your faculty or school administrative staff, discover that a false or
offensive MySpace account has been created with your likeness and/or identity, we will
remove the profile in question.

Please snd an email teschoolcare@myspace.cdnom a school email address and include
the following:

1. The web address of the false and/or offensive profile, which you can copy and paste
into the body of your email frortihe web browser (explanation bel@ivhow to
locate the unique web address for a jser

2. A brief explanation providing sufficient information to demonstrate that the profile is
false or offensive;

3. Your name and title;

4. The name, address and telephone nurabite school where you are employed.

You can locate the web address in the address bar on your web browser when you view the
profile. It should look similar to:

http://profile.myspace.com/index.cfm?fuseaction=user.viewprofile&friendid=6221
Or
http://www.myspace.com/tom

For more details on what information can be obtained from a MySpace pptddsesee
sectionVIII .
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B. Underage Users

MySpacerecognses that some individuals under the agel8imay try to register for the site

by providing a false date of birth. Accordingly, MySpace works proactively to identify and
remove underage users from its site. We r@dyiscan the network using a search algorithm
designed to identify potential underage user profiles. MySpace staff flag all profiles of
potential underage users that these scans uncover, carefully review flagged profiles to
ascertain user ages, and deltose profiles that it determines have been created by underage
users.

Additionally, MySpace employs measures to prevent an underage user denied registration for
failing to meet the age requirement from immediately changing the age information to

regider. At the time of registration, MySpace will drop a session cookie that will resecgni
registration attempt, and prevent the user from registering

Educators can help MySpace enforce its age restrictions. If you have students who are under
the age b13and have MySpace accounts, please email the web addresses of their profiles to
schoolcare@myspace.cau that we may review their account to remove them from
MySpace.com. Please send the email from a school email account. Please include the
following in the email:

1. The web address of the studentds profil
web address);

2. Your relationship to the student;

3. The actual age of the student and how you are aware of it; and

4. Your name and title, and name, address aephene number of the school where
you are employed and the student attends.

C. Threats

MySpace takes threats of violence seriously and will work with school administrators
and law enforcement expeditiously to assist in resolving any such situation. by learn
about any threat of violence posted on MySpace, please gather as much information as
possible on the threat and contact your local law enforcement agensymediately and

call MySpaceat +1 8883091312

The information you gather should incluge many of the following items as possible:

1. The method of transmission (such as a bulletin, blog or private message);
2. A copy of the web page that shows where the threat is posted; and
3. The web address of the threat (see Section A above on locatingaaldrelss).

You may also copy, paste and send links to where the threats are posted in an email to
schoolcare@myspace.corRlease be sure to include your name and title, and the name and
address of the schoohare you are employed.

www.myspace.com/safety Page9
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D. Cyberbullying

If there is an emergency situation involving cyberbullying and you feel the safety of a
student is in danger, please contact your local law enforcement agernoymediately and
call MySpaceat +1 888309-1312.

Cyberbu | yi ng, wusually defined as sending or po:

threatening messageso on the Internet, is
Terms of Use specifically prohibit cyberbullying and other similar conduct, and MySpace
attempts to respond quickly and decisively to any instances of such conduct that it discovers.

It is usually best for those students who are the subjects of cyberbullying to contact MySpace
themselves in case more information is needed from them, saopias of the

messages sent by the cyberbully, as well as links to the profile in question. Students who are
victims of cyberbullying should not delete any messages sent to them. If a student is the
victim of cyberbullying on MySpace, please instruehlar her to do the following:

1. ClieRefior ©, Abasat ed theabusdrseprofileopageo m o f

2. Select heAaCyberbull yingo dropdown by the C
3. Follow any and all subsequent directions.
Alternately, the stwdeéentAbuasmoalopodi 9@l eointd
offending email To report cyberbullying directly from an email, the student should:
Log into their MySpace account;
Select the AMail o option in the navigatji

Open the email that contains the offensive content;

Select the AReport Abusedo option | ocate
Select the ACyberbull yingo option

Follow any and all subsequent directions

OuAWNE

Because students often approach school faculty and staff for help in such matters, school
administrators and educasomay also report cyberbullying $ahoolcare@myspace.com

using a school email address. Keep in mind that it will be helpful to our staff in rectifying the
problem if you have the following information when cotitag us:

1. The MySpace web address of the subject of the cyberbullying;

2. The MySpace web address of the alleged cyberbully;

3. Copies of messages and/or other forms of communication sent by the cyberbully to
the subject;

4. Your relationship tahe studentswolved

5. Your name and title, and name, address and telephone number of the school where
you are employed and the student(s) attend(s).

Most of the above is information you will need to get from the student who approaches you.
Without it, MySpace will hae some difficulty addressing the complaint.

Upon receiving a report, MySpace investigates and takes appropriate action. MySpace
considers cyberbullying a serious offense and, as a result, has created sspéesth to

www.myspace.com/safety PagelO
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respond to cyberbullying comgphts. Appropriate remedial action taken by MySpace in
response to cyberbullying includes, but is not limited to, recommending that the user blocks
the cyberbully from contacting them, and removing the account of the cyberbully. Where
appropriate, MySpacwill reach out to law enforcement to report criminal activity.

MySpace also encourages you to work with the students involved in order to resolve the
issue. MySpachasseveraimechanisms with which to respond to cyberbullyimgweverwe
cannot meewith the students in question to discuss the situation nor can we impress upon
them the negative impacts of cyberbullying. dAeachewho knows the students in question
and can actually meet with them if necessgoyr assistance in matters of cybehaunlg can
more fully compliment our anttlyberbullying measures leading to a better resolution of the
situation.E. Concerned Parents

E. Concerned Parents

As educators, you may be contacted by parents regarding MySpace. Please direct concerned
parentdo MySpace.com/Safeg nd advi se them to click on t
for safety information. Within this area, we have a specific section providing information for
parents on how to contact MySpacda email and phone to discuss specific issues they may
have with their teends profile. My Space h
for download. Additionally, MySpace has partnered with IKeepSafe.org to produce a series

of video tutorids which are available for viewing both dySpace.com/Safetgnd at
www.ikeepsafe.org

MySpace.com/Safetglso provides parentgith stepby-step instructions detailing how to
remove their teenbdbs profile from MySpace.c
to monitor or block their teenb6és use of th

Additional efforts to engurage parents to talk to their teens include the development and
release of ParentCare software, a free, simple software tool provided by MySpace to help
parents identify whether their teen has a MySpace profile, and the registered age of the
profile. Paents can learn more about ParentCare and download the software at
www.ikeepsafe.org

Parents may also contact ugpatentcare @myspace.camth matters of concern, and we
will address these issues to the best of our ability.
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VI. School Forums and ForumModerators

MySpace has created school forums for the majority os#emndaryschools Collegesand
Universitiesin theUK. The School forums are divided into two differéarums, one for
currentstudents an@notherfor Alumni. Alumni cannot view theurrentstudent forum, and

vice versa. In this manner, older alumni are separated from younger, current students. Users
over 18 are limited in the ability to search in sabh&ectionandcan only search for high

school students graduating in the current or upcoming yeatr.

Each school forum has a bulletin board. There is one bulletin boasdrfent Students and

a separate bulletin board for Alumni. These bulletin boaltdss each group to post

electronic messages that only their respective group can see. Alumni cannot post on, or view,
thecurrentstudent bulletin board, and vice versa.

Currentstudents inschool also have the option of posting classified items fler@athat are
Awanted, 06 such as music to exchange, infor
of interest to fellow studentschool Alumni, Current College Students and College Alumni

have the ability to post, or search through classifiedsoommates, apartments or textbooks

in their respective areas.

Students who post information on theahoob ®rum can request to be tmeoderator(or
host)for those forumsA My Space empl oyee | ooks at each
forum modeatorand MySpace profile, and selects one user to betiteratorfor the
currentstudents, and one user to be thederatorfor the Alumni, for each school.

Amoderatod s contr ol is |Iimted to only their s
posts and ban other users from posting any further messages within that Adrum.

moderatos have direct contact to MySpace staff, and can contact MySpace if they see

profiles that need to be deleted, or have any issues that they feel need to beittaised w
MySpace.

Students in the forum who are not foramederatos can also contact MySpace with

concerns. They have the ability to report their fornoderatorfor improper conduct or

other reasons, and they can also alert MySpace to an issue or pregéding the forum in
gener al . There is a ARepor moWY e usantagdondher at o
School forum. Users can report their foromoderatoito MySpace by clicking on the link

and following directions.

Additionally, like all pofiles on MySpace, school forums are reviewed by the MySpace staff
when complaints are received.

To search for your school, pl ease note tha
here:
http://collect.myspace.com/index.cfm?fuseaction=schools.main
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To join a school forum, the user must:

1. Log into their MySpace account;

2. Select the AEdit Profile

3. Sel ect ASchoolso from th

4. Selectinformation about the school they would like to add;

5. Sel ect AStudent Status. o The avaodl abl

6.1 f a user sel ec tywilbeQatified thah admiSionutatieersahqolo  t
forum will not be accepted tihtwo other existing forum users of their choice have

verified their request;

After submitting this informatiscreen t he

Select up to 15 forum members to receive a request to verify

Sel ectdo ASend

© N

MySpace wil then send each of the selected forum members a request to verify the user. A
user will not be allowed access to the forum until two current forum membervésfied
therequest.If a users request is denied by five of the forum memberssiasekcted that
student may be denied membership to the current student forum.

A typical school forum looks like this:

Grade your professor | | L1 dorheioh

Start gradi wit [ 1 2 !
REgmCIng now | | Current Students (37) | Alumni (47)

| Moderator Lloyd Adam -rachel- EFMissesYou
| | a ‘ g —
-
=
leﬂnline Nows! ‘ajﬂnline Nows!
EFMissesYou
(@) Russell Cailin Adolph Nixon Little
@ Online Now! 7
— ‘ H

| Just Added Z

Marcel Erbricht Jake Digital_Ninja

scott

| 1234 Last view all =
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VIl. School Police Liaison Officers

Law Enforcement Officers working with schools, can obtain a copy of the MySpace L
Enforcement Guide by sendiagequest ttawenforcement@myspace.corRlease have

them send the email from a work emaddressowe can email the Guide to that address.

The Law Enforcement Guide helgshool police liaison officergbtain information from

MySpace using valid legal processes, and to work with MySpace.com on security and safety
issues.

VIII . What Information Can Be Obtained From MySpace?

A. Public Information

MySpace users may choose whetttemake their profile information publicly viewable and
available, or keep it private and limited to the friends of their choosing. Users under 18 are
automatically assigned a private praofiehich means that only individuals who know their

last name pemail address can contact them or view their profile. For public profiles, the
publicly available information includes journal entries (unless the profile owner has elected to
make the specific entry Aprivat blcproflei mages
information such as display name, headline, music, movies, books and all other public
sections on a MySpace profile.

If you are investigating a report of cyberbullying at your school and the profiles at issue are
set to public, please make supb make electronic copies of relevant information as users can
change much of this information at any time. To do this, you should save the web page(s)
and files on your computer. While viewing
AFi | e oab (mehe upperleth and corner), then drop down
Make sure you do the same for all journal entries and the image gallery.

B. Private Information

MySpace is prohibitedy law in the United States (where MySpace information is dydérem
disclosing private information about its users absent valid legal proNes®rtheless,

MySpace works closely with law enforcement, to produce such information to law
enforcement in connection with criminal investigations or in emergency sitgatio
Accordingly, if you believe MySpace possesses information related to the commission of a
crime or if you believe there is an emergency of serious bodily injury or death, we ask that
you contact a law enforcement agency regarding the matter and bavedhtact MySpace.
We will then work with Law Enforcement to provide any relevant information.
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